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1
Decision/action requested

This paper proposes to update Solution #2.1 (Authentication and authorization of IAB Node) in TR 33.824.
2
References
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3
Rationale

Solution #2.1 in TR 33.824 [1] proposes to use existing primary authentication and key agreement procedure with the 5GC as specified in TS 33.501 (clause 6.1). There is no reason to assume that IAB nodes cannot be used in isolated deployments. The correct reference should therefore be to TS 33.501 in general, not a specific clause.

In the present contribution, we propose to remove the reference to clause 6.1 from Solution #2.1. A companion contribution adds a new solution that refers to TS 33.501 in general. Only one of them should be approved. Our preference is to update Solution #2.1, i.e. this contribution.
4
Detailed proposal

It is proposed to add the following pCR to TR 33.824 [1]. 

**** START OF CHANGES ****
6.2
Solutions for authentication of IAB Node
6.2.1
Solution #2.1: Authentication and authorization of IAB Node

6.2.1.1
Introduction

This solution addresses the security requirement for the Authentication and Authorization of IAB Node in key issue #2.1 and key issue #2.2.

6.2.1.2
Solution details

In the CU/DU architecture, the IAB Node host the DU and MT functionalities and would effectively look like a DU connected through the wireless interface to the controlling CU. Therefore, the MT functionalities in the IAB Node, perform the primary authentication and key agreement procedure with the 5GC as specified in TS 33.501 [5] or with the EPC as specified in TS 33.401 [6]. Further the MT functionality in the IAB Node performs the NAS and AS security setup procedures as specified in the TS 33.501 [5] or TS 33.401 [6], to obtain IAB configuration data securely from the network. This solution assumes that, IAB node (MT) acts an UE for performing the primary authentication and key agreement procedure, NAS security setup and AS security setup procedures. 
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Figure 6.2.1.2-1: Authentication of IAB Node, NAS and AS security Set-up

Editor’s Note: Separation of security procedure with the NGC and the EPC needs to be done. 

**** End of Changes ****

